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Abstract — The cloud computing is the information technology
where user can store remotely data so as to enjoy on demand
high quality application and recourses. The security is a major
issue in cloud computing where privacy issues and security that
need to be considered are authentication, correctness of data,
availability, no storage overhead and easy maintenance, no data
leakage, no data loss. Up to this system, third party demanding
the confined copy of user’s data, this will increase the possibility
of client files to be scarf by third party auditor. So, this system
will not provide any pledge on data integrity and availability. To
avoid previously mentioned problem, the client can stores their
data on the server without keeping a confined copy of data and
thus can provide privacy against third-party auditor. So, this
system will not leak any private information to the third party
auditor. To achieve this objective, this system have implemented
Kerberos as a Third Party Auditor, RSA algorithm for secure
communication, MD5 algorithm is used to verify data integrity,
Data centers is used for storing of data on cloud in effective
manner with secured environment and provides Multilevel
Security to Database.

Index Terms — Public Auditing, Cloud Computing, Third Party
Auditor, Multilevel Security, Data centers.

1. INTRODUCTION

Cloud computing is a model for enabling services such
as user’s networks access, servers access, storage access, and
the applications that can be quickly provision and free with
minimal  management effort or service provider
communication. The security architecture and functions
highly depend on the reference architecture, and this paper
shows the reference architecture and the main security issues
regarding this architecture [1].

The rest of paper is organised as follows: section 2 introduce
system architecture where it gives different technique to solve
problem related cloud storage security but they have some
shortcoming which can overcame by our result which is
explain in section 3 that means it provide efficient solution
against problem of security issue where it gives result of our
implemented system. Finally section 4 gives the concluding
remark of this paper [2].
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2. SYSTEM ARCHITECTURE
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Figure.1. System Architecture

In this system, there are five main models such as cloud
server, third party, end user, admin, and last one is user
registration. The working steps of this system architecture are
as follows:

v' Stepl: In this step, end user’s have to register
himself on cloud environment i.e. user has to create
an account on this system for accessing cloud
services.

v’ Step2: After the creating account of new user the
request of this account is sent directly to the admin
for activation of the user.

v' Step3: The admin have to check the documents of
new user account physically. After verifying the
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documents the admin decide the activation of new 1. User Registration:

user. Only after that the user is able to login.

v' Step4: So in login form, we provide userid and
password so that any user who is an authenticated
person is able to login in the system to enjoy the
environment  provided by the cloud for
communication.

v Step5: Whenever the end user login to the service he
has to go from an authentication process of third
party which identifies and verifies the end user
before the cloud services started. As soon as the user
login with the system it generates the two keys of
RSA algorithm, one key which is public key is sent
to the Third party for the encryption of session key

and secret key.

Figure2: Registration form
3. RESULTS AND DISSCUTION
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Figure 5: Active Users
3. Third party:
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Figure.5. End user Authentication by the TPA
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Figure.6. Encryption of session and secret key
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4. CONCLUSION

This paper provides the efficient data storage security in cloud
services by considering various security issues in the system.
For getting better one algorithm for efficient cloud storage
security, system analyzes the different crypto graphical
algorithms ~ which are used for Securing cloud
Communication. So from these different algorithms we are
considering RSA algorithm for secure communication, MD5
algorithms for data integrity and Kerberos type of
authentication system as third party auditor which then
improve the security message flow between user and cloud
sever through third party which does not demand local copy
of user data information.
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